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1. 3BAJAHME HA KYPCOBYIO PABOTY U EE COAEPKAHUE

Tema Kypcoeoit pabomst —’° PazpaboTath MOJI€]Ib KOMIIBIOTEPHOU ceTH”.

Ilenvio pabomwr  sABISETCS TOJYYEHHE MPAKTUYECKUX  HABBIKOB  TIO
OPOEKTUPOBAHUIO CETH MW pealu3alud €€ MOJEIM C  HUCIOJIb30BaHUEM
cumysanronHoro nakera Packet Tracer mo onpeneneHHOM TOMOIOTUH.

Ilocmanoeka 3a0auu. B COOTBETCTBUM C IOJYYEHHBIM OT IPENOAABATEIA
HOMEpPOM MHAMBHIyaJIbHOTO BapHaHTa U3 Tabi. 1, mpeacTaBieHHONW HUXKE, BEIOpATh
JMarna3oH aJpecHOro MPOCTPAHCTBA B paMKax KOTOPOro OyneT pa3padaThIBaThCs
MOJIEJIb CETH.

Taomuma 1
Bapuanmul unousuodyanvrulx 3a0anuti

Homep sapuanma | Aodpecnoe npocmpancmeo
1. 150.15.0.0/17
2 160.60.0.0./18
3 170.70.0.0/19
4. 180.80.0.0/20
S. 190.90.0.0/21
6 130.30.0.0/22
7 155.55.0.0/23
8. 165.0.0.0/17
9. 175.25.0.0/18
10. 185.35.0.0/19
11. 150.45.128.0/20
12. 160.55.64.0/21
13. 170.65.192.0/22
14. 180.100.224.0/23
15. 140.40.128.0/17
16. 145.45.64.0/18
17. 140.15.192.0/19
18. 190.100.240.0/20
19. 120.20.248.0/23
20. 125.25.0.0/16

Tomonorus pazpabaTeiBaeMoii MOJCIIH CETH MIPEACTABICHA HA PUCYHKE 1.
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B xoze BhIMOIHEHUSI KYpCOBOM pabOThl HEOOXOAMMO HCHIOJIB30BATh HABBIKH,
NOJIydeHHbIE B Tpolecce oOydeHus. [l 3alaHHON TOMOJOTMU M aJIPECHOTrO
IpOCTpaHCTBa pa3paboTaTh MOJEIb CETH, KOTOpas JOJIKHA BKIIIOYATh:

v paboTOCIOCOOHYIO MOJENb CETH BBIOJIHEHHYIO C HCIIOJB30BAaHHEM

nakera Packet Tracer;

v TEXHHYECKYIO JJOKYMEHTAIIHIO.

[Ipomecc pa3pabOTKM MOJEIM CETH MO0 OMPENEICHHOW TOMOJIOTHH JOJDKEH
BKJIIOYATH CIIEYIOIIME OCHOBHbBIE JTaIbI:

Paspabomxa cyenapus.

Pacnpeoenenue aopecnozo npocmpancmaa.

Buibop u npumenenue npomoxonog mapuwipymuzayuu, KOTOpble OyayT
MCIIOJIb30BaHbl IPU HACTPOMKE MOJIETHU CETH.

Hcnonvzosanue mexnonocuu VLAN-os.

Texnuueckoe obocHosanue no2uku pabomel npomokoaia STP u ero
KOH(UrypupoBaHue.

Obecneuenue bezonacnHocmu: BCEBO3MOXKHBIC HACTPOUKH OE€30MAaCHOCTH, Kak
JUISL KOMMYTAIMM, TaK ¥ JJI MapUIpyTHU3aluKd (CETh JOJKHA OBbITh MaKCUMAalbHO
3alMIIEHHONM OT IOCTOPEHHEr0 BO3AECHCTBUS, KaK 3JO0YMBIIIJIEHHOIO, TaK H
CIIy4alHOro).

Peanusayus moodenu cemu no onpeodenennoin monono2uy ¢ UCHOJIb30BAHHEM
nakera Packet Tracer.
Tecmuposanue pazpadomantot Mooenu.
Ogopmnenue omuema no pabome, KOMOPbIU OOAHCEH COOEPHCAMb.
TUTYJIbHBIN JIUCT;
OTJIABJICHHUE;
TEKCT 3a/IaHUS COTJIACHO WHIUBUAYAIIbHOMY BapUaHTY;
pa3paboTaHHBIN CLICHAPUIA;
000CHOBaHME U JOKYMEHTAIMI0 MO PacClpelesieHUI0 aJpeCHOro
IPOCTPAHCTBA;
000CHOBaHUE IO BHIOOPY MPOTOKOJIOB MAPIIPYTU3ALINH;
JOKYMEHTAIIUIO 110 UCIIOJIb30BaHUIO TEXHOJIOTHN VLAN-08;
JOKYMEHTAIIo 1o pabote npoTokona STP;
OTHICAaHUE MOJTUTUKH 0€30TMTaCHOCTH;
paszen 1o peanm3auuy APYTMX MCHOJIB3YEMBIX TEXHOJIOTHUU (eciau
TaKOBBIC €CTh);
CIIUCOK HCIIOJIb3yeMOUW JIUTepaTypbl W JAPYTuX HH(POPMAITMOHHBIX
HMCTOYHUKOB.;
v’ IPUIOKEHHS, COJECpXKAIe IPUMEPhl KOH(GHUIYypPalMOHHBIX (aiioB
(mpudt — Courier New, pazmep mpudTa - 8, TEKCT KOJia pPacloIoXUTh B
2 KOJIOHKH).
Kpatkoe coaepkanue KaXIoro dTana M HEOOXOJIHMMbIE METOAUYECKUE
PEKOMEH/IallMHU IO MX BBITIOJIHEHHUIO NIPE/ICTABIICHbI HIDKE B maparpade 2.2.
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2. OIIMCAHHUE OCHOBHBIX 3TAITIOB PASPABOTKU MOJEJIX CETU
2.1. Pa3paboTka cueHapus

Ha nannom srtame pa3paboT4yMK JOKEH MPUAYMaTh CLIEHAPHUM, IO KOTOPOMY
Oyzaet paboTaTh MOJEIb CETH, TOMOJIOTUSI KOTOPOU mpecTaBieHHoi Ha puc.2.1. s
ATOTO HAJI0 BHIMOJHUTH CJAeAYIOIIHNE 3a1a4H:

1. orrpenenuTe 11 KakoM (WM KaKUX) CTPYKTYpP IpeAHa3HAYECHA TaHHAsS CETbh;

2. BBIOpaTh HEOOXOAMMOE KOJIWYECTBO Y35I0B (hostov) B Kaxaoi MOACETH

(BBIOOp HEOOXOAMMO OOOCHOBATH);
. OTIPEZICTIUTH OCHOBHBIE MEPHI TTOJIUTUKU O€30TIaCHOCTH;
4. MpOU3BECTH CJIOBECHOE (MJIM B BHJIE CXEMbI) OINUCAHUE PaboOThl ceTh (C
BO3MOKHBIM ~ yKa3aHMEM 3alpeTOB WM pa3pelieHue Ha nepeaady
uH(pOpMaIK ONpeIeICHHBIX BUJIOB).

(O8]

2.2. Pacnipenesienne aipecHOro NpocCTPaHCTBA

Pacnipenenenne ampecHOro MPOCTPAHCTBA MODKHO OBITH ONTHMHU3UPOBAHO.
[IpaBunbHOE pacmpenesneHne aApeCHbIX OJOKOB OOECIECYMBACT BBIMOTHEHHUE
HEO0OXOTUMBIX yCIIOBUI TS CO3JaHus KOPHOPATHUBHBIX ceTel.
Hepapxudeckasi CTpyKTypa aJJpeCHOIO IJIaHa XapaKTePHU3YEeTCS:

¢ >} heKTUBHBIM pacnpeieIeHUEeM aPECHBIX OJI0KOB,
¢ HeOOBIIUM YUCIIOM 3alucel B TaOJIMIIaX MapIIPyTU3ALUH.

[Ipu pazmade ampecoB KOHEYHBIM YCTPOWCTBAM HEOOXOIUMO YKa3aTh Kak

OyIyT BBIIaBaThCS ajipeca:
® CTaTUYECKH,
® nguHamuuecku (¢ ucnosbzoBanueM DHCP npoTtokona).

Jisi  JOKYMEHTHpPOBAaHUS JaHHOTO HTana BBIMNOJHEHUS KYpCOBOM pabOThI
HEOOXOAMMO JUIsl  3aloJHUTH TaOnuIly, AOJOH AJiS KOTOpPOW MpPEICTaBIECH B
tabmuiie 2.

Tabmnuma 2
Lllabnon ona 3anonnenus npu gvinoanenus smana “Pacnpedenenue aopecroeo
npocmpancmea’
Device Interface IP Address Subnet Mask Default DNS Server

Gateway

2.3. Bri0op U npuMeHeHHe MPOTOKOJI0B MAPIIPYTH3ALUA

[Tpu BEIOOPE MPOTOKOJIOB BHYTPEHHEH MapIIpyTH3aIUUd HEOOXOAMMO TOMHHUTh
00 OCHOBHBIX 33j[auaxX TaKUX MPOTOKOJIOB:

- YCTPAHMTD 3aIUKIMBAHUS B CCTH;

- OBICTPO OOHAPYKUTh U OOOUTH €€ HEJOCTYITHBIC YIACTKH,

- MUHAMHU3HPOBATH HCITOJIB3YyEeMYIO JIUIS MapIIPYTHU3AINN TIOJIOCY TPOIYCKaHWS.



Ho naxxe mpaBuiibHbII BEIOOpP MPOTOKOJIA MAPIIPYTU3AIMH HE YOEPEkKET TII0X0
CIIPOEKTUPOBAHHYIO CETh OT MpolOsieM, MO3TOMY He NpeHeOperaiiTe BOIpocamu
OPOEKTUPOBAHUS M  ONTUMH3AIMU  TOmoJoruu. MoTuBanuen pa3zpaboTKu
OOJBIIMHCTBA MPOTOKOJIOB BHYTPEHHEH MapHIpyTH3aLUUA CIY>KUT HEOOXOAUMOCTD
pa3penieHusi KOHKPETHBIX MPo0JieM MapIIpyTU3alMU B KPYITHBIX CETSX.

Ha BBIOOp MPOTOKOJOB BIMSIET W TUN 000pyHOBaHMs. MaplipyTH3aTOpPbI
paboTalOT C IIUPOKUM CHEKTPOM MPOTOKOJIOB, XOTS OT/AEJIbHbIE MPOU3BOJAUTEIU
MOTYT J€JIaTh aKI[EHT Ha KAKUX-TO KOHKPETHBIX.

3amaya AAaHHOTO dTama - BbIOpaTh OJMH-CIWHCTBEHHBIM, HAWTYYIIMHA 7S
MPOEKTUPYEMOM  MOJENM CETH NPOTOKOJ  BHYTPEHHEH  MaplIpyTH3aLUU.
Cy1iecTBYIOT TPH OCHOBHBIX OTKPBITBIX IPOTOKOJIA:

- RIP,

- OSPF,

- IS-IS (Interdomain System-to-Interdomain System);
nBa (PUPMEHHBIX MPOTOKOJIA, pazpadoTanHbie Cisco Systems:

- IGRP (Interior Gateway Routing Protocol)?

- EIGRP (Enhanced IGRP).

2.4. Ucnoan3oBanue texuoaoruu VLAN-oB

[Tpon3BOAUTENBHOCTh CETH SBISETCS BaXKHBIM (pakTopoM 3(P(HEKTUBHOCTU
pabothl opranmuzaru. OIHON W3 TEXHOJOTHI MOBBIMIEHUS MPOU3BOAUTEIHLHOCTU
CeTH SIBISIETCSl pa3JelieHne KPYIHBIX IIUPOKOBEHIATEIbHBIX TOMEHOB Ha OoJjee
MEJIKHE.

MapuipyTuzatopsl  YCTPOEGHBI ~ TakMM  00pa3oM,  4YTO  OJIOKHPYIOT
MIMPOKOBEIIATeNbHBIM Tpadhuk Ha wuHTepdeiice. Ilpu sToM MapuIpyTHU3ATOPHI
OOBIYHO MMEIOT OrpaHudeHHoe KosnuuecTBO HHTepdeiicoB LAN. OcHoBHas poiib
MapIlIpyTU3aTOpa 3aKI0YaeTcs B Iepenaye MH(pOpMaluu MEXIy CETsIMHU, a HE B
IPEAOCTABICHNN OKOHEUHbIE YCTPOMCTBA JOCTYIA K CETH.

[IpenocraBienne pocTynma B JIOKAIBHYIO CETh OOBIYHO OOECTICUMBACTCS
KOMMYTaTOPOM YpOBHS AocTyna. [[ns yMeHblIeHns pa3Mepa MHUPOKOBEIATENbHBIX
JOMEHOB Ha KOMMYTaTOpe 2-ro ypOBHs, KaK U Ha YCTPOMCTBE 3-TO YPOBHS, MOKHO
co3nath cetb VLAN. Cetn VLAN 00OBIUHO BKIIIFOYAIOTCS B IPOEKTHI CETH, JIJIsI TOTO
4TOOBI CETh O0JIeryasa nporecc JOCTUKEHHS LIeJIei OpraHu3aluu.

VLAN (Virtual Local Area Network) — rpynma ycTpoicTB, HMMEKOLIMX
BO3MOXKHOCTh B3aMMOJICHCTBOBATh MEXKy COOOW HANpsIMyIO HAa KaHAJIbHOM YPOBHE,
XOTsl (PUBMYECKH MPU 3TOM OHHM MOTYT OBbITh MOAKIIOYEHBI K PA3HBIM CETEBBIM
KOMMYTAaTOpPaM.

B xommytupyembix o0benuHEHHBIX ceTsax ceth VLAN obGecneunBaroT
ruOKoCTh cerMeHTauuu u opranusanuu. Cetu VLAN mo3BOJSIOT CrpyniupoBaTh
YCTPONCTBA BHYTpPH JIOKaJbHOUW ceTu. ['pynna ycrpoiicTB B npeaenax cetu VLAN
B3aMMOJIEUCTBYET TakK, OYATO YCTpOMCTBa MOJAKIIOYEHBI C IOMOIIBIO OIHOTO
npoBoga. Cetu VLAN OCHOBBIBalOTCS HE Ha (PU3MUECKHUX, a Ha JIOTMYECKUX
MOJKITIOYEHUSX.



Cetru VLAN o06ner4aroT mpouecc NpoeKTUPOBAHUS CETH, 0OeCIeunBaromeit
IOMOUIb B BBINOJHEHUU Lened opranunzauud. K OCHOBHBIM NpeMMylecTBaM
ucnojb3oBanus VLAN oTtHocsTCS:

e (0€e30I1acHOCTD,

e CHW)XEHME Pacxo/oB,

e IOBBILIECHUE TPOU3BOIUTEIBHOCTH,

e YMEHBIIECHHBIE IIMPOKOBEIIATEIbHBIE JOMEHBI,

« mnosslieHue npoussoaurensuoctu UT-otnena,

e YOPOLIEHHOE YIPABIEHUE MPOEKTAMH U MPUIOKEHUSIMH.
MOJEIUPYEMOU
(MapuipyTH3aTOp M KOMMYTAaTOp) HEOOXOAMMO 3amlOJHUTHh TaOMuIbl, MIAOJIOH
KOTOpBIX TpeicTaBieH B Tabmumax 3 u 4. OHu OynyT OKas3blBaTh MOMOIUIb
POEKTUPOBAHUS U Pa3pabOTKU U MCHOJIB3YETCA MPU HACTPOMKE KOMMYTaTOpPOB U
MapupytuzatopoB. OtaenbHas Tabauna JOJDKHA OBITH CO3/aHa JJs KaKJoro
MapLIpyTU3aToOpa U KOMMYTaTopa.

Jlst

Nwms mapuipyTuzaropa

KaXxXJg0ro

IIPOMEKYTOUYHOIO

YCTPOWCTBA

CCTHU

Tabmura 3

Lllabnon Ona 3anonueHus uHGopmMayuu 0 Mapupymu3amopax

Network | Description | Interface/Sub | VLAN | Encapsu- | Network | Interface | Subnet
Name and Interface lation | Number 1P Mask
Purpose | Type/Number Address

Tabmuia 4
Lllabnon Ons 3anonnenus uHGopmayuu 0 KOMMYMamopax
Nms kommyTaropa
[P-anpec kommyTaTopa
Interface/Sub Description | Network | Network | Subnet Switchport En.cap s
Interface and Purpose| Name | Number | Mask VLAN Type lation (if
Type/Port/Number p yp needed)
[Iporokon VTP cokpamaer HEOOXOAMMOCTh aJIMUHUCTPUPOBAHUS B

KOMMYTHUPYEMBIX ceTsAX. B ciydae ucnonb3oBanus npotokona VTP npu pazpaboTke
MOJIEIHN CETU HEOOXOAMMO YUUTHIBATH CIEAYIOIINE YCIOBUS:
komMmyTatopel A, C,Y u Z ucnonszyror VTP,

KOMMYTATOp A SIBIIIETCS CEPBEPOM.

7




2.5. lIlpumenenne nporokoaa STP

N30bITOYHOCT, CETH — KIIOY K OOECHEYeHHIO0 HAA&KHOCTU  CETH.
N30bITOuHbIE MapuIpyThl OOECMEYUBAIOTCS 32 CYET HECKOJNbKUX (DU3NYECKUX
KaHAJIOB MEeXAy ycTporcTBamu. TakuM 00pa3oM, ceTb MOXKET MPOJ0JKATh padboTy
Jaxke B ciydae cO0si OHOrO KaHalla WM mopTa. Takke Mo M30BITOYHBIM KaHajdam
MO>KHO paclpe/ieInTh Harpy3Ky Tpauka, 4To MO3BOJSET YBEIUUYUTh EMKOCTbD.

Bo wu3bexxaHne BO3HMKHOBEHHS TMETeIb 2 YPOBHSI TpeOyercs yrpaBieHUE
HECKOJIbKUMH ~ Mapuipyramu. BpiOuparorcs  onTuManbHblE — MaplIpyThl, U
aIbTEPHATUBHBIA MapUIPyT JOJKEH OBITh HE3aMEMJIUTENIBHO OCTYNEH B Ciydae
cb6ost ocHoBHOTO MapmipyTa. [Iporokomsr STP wucmonws3yroTcs s ympaBJICHHS
U30BITOYHOCTHIO 2 YPOBHH.

[Iporoxon STP oOecrieunBaeT HaaM4uMe TOJBKO OJHOTO JIOTMYECKOTO MYTH
MEXIy BCEMH Y3JlaMH HA3HAYEHUS B CETH IYTEM HaMEPEHHOIro OJOKHpPOBaHUS
PE3EpPBHBIX IMyTEH, KOTOPbIE MOTJIM ObI BBI3BATH METIIIO.

st nokyMeHTHpoBaHusl paboThl mpoTokona STP st kaxaoro kommyraropa
HE0OXO0IUMO 3aMOJHUTH IA0JOH NMPEACTaBICHHBIN B Ta0IUIIE 5

Ta0muma 5

Illabnon ona 3anonnenus ungopmayuu o pabome npomoxoaa STP

Nmsa kommyTaropa: MAC anpec:
[Tpuopwurer: Root ID:
Trunk Port | Status Trunk Port | Status Trunk Port | Status

Obecneuenue 6ezonacnocmu
[Ipu pa3paboTke TOMUTHUKKA O€30MAaCHOCTH MPEANPUATHS (€ro CeTH)
HEO0OXOMMO yAEIUTh BHUMAHHUE CIICTYIOIIINM BOTIPOCAM:
® ayneTHTU(UKAIKA,
aBTOpHU3AIIMS,
cniucku goctymna (ACL),
3alluTa NOpTOB,
npoTokos SSH (17151 yaaneHHoro qoctyna).
Bce wMepml  Oe3omacHOCTH, KOTOpble OyAyT  HCIOJIB30BAaThCS B
pa3pabarpiBaeMOi CETH JOJKHBI OBITh OMKMCAaHBI (CIIOBECHO WM B BUJIE TAOJIHIIHI).

2.6. /Ipyrue ucnoyb3yeMble TEXHOJIOTHH

Ecnu B Xxome pa3pabOTKM MOJENU CETH MOHAA00STCA KaKHEe-TO TEXHOJIOTHUHU
(MPOTOKOJIbI), KOTOpPhIE HE OBUIM OrOBOPEHBI B paMKaX 3aJlaHui Ha KypCOBYIO
paboTy, OHU JOJKHBI ObITh ONMKMCAHBI B OTYETE HAa KYpCOBYIO pabOTy B MPUBS3KE K
pa3zpabaThiBaEMOUN MOJIEIH CETH.



